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Négykezes IT-ra: a DevOPS, a
DevSecOps, az AlOps és az Al sztori

“Houston, baj van.”

(az Apollo 13 Grhajosai: Jack Swigert, Jim Lovell és
a NASA Mission Control Center)




Rolam

Teamworker, negotiator, and experienced IT-Security
Officer, a voluntary teacher of the international "Safer
Internet Project” coordinated by the International
Children's Safety Service. A former military ITC (NATO S6)
leader, a regular sportsman, and a big fan of TRX and Hand
Pan. A dedicated environmentalist, and a "geocaching
expert".

Global Ambassador
WomenTech Network

Oraadé tanar
Corvinus University of Budapest, Obuda
University

mentor/tag
Women in IT SECurity (WITSEC),
CyberEdBoard, Women4Cyber,
European Cyber Security Organization (ECSO)
CISO’s European Community (CEC)
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Mivel néziink szembe?
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Az erettseg

IBM DevOps Maturity Model Plan Develop Release Monitor

CMMI based DevOps Collaboration Automation Process / Quality
Governance

Capgemini, People Tool Process -

designed DevOps maturity

model

Hewlett Packard Enterprise Collaboration Automation Process -

DevOps Maturity Model

DevOps Maturity Model based People Technology Process Culture

on CMM approach

Software product organizations Culture and Product, Process Foundation -

_ (SPO) based Maturity Model collaboration and Quality
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DevSecOps is not just
DevOps lipstick on a
traditional security pig




Security practices on DevOps continuum =2 Dev[Sec]Ops

* Analysis =2 Learning
» Defect/Incident 3-step
* New attack surface?
Plan to update threat model

* Pen testing (Vuls found = Test scripts)
* Compliance validation (PCl, etc.)
* Fuzzing

Test security features * Restore/maintain service for
Common abuse cases non-attack usage

Stabilize
* Break the build Q,' Pre-production Production

. e RASP auto respond
code analysis

* Roll-back or toggle off
¢ Block attacker
* Shut down services

Static/IAST analysis
Abuse case tests

Code review Oag
* Intrusion detection

e App attack detection

Contact: Larry Maccherone Monitor

Threat modeling = backlog items

Analyze/Predict 2 backlog items * Log information for after-

incident analysis

If we do X will it mitigate Y?
Capacity forecasting

Learning =2 Update playbooks
and Training

Design complies with policy?
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Az AIOPS elemei
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Az AIOPS és ITOM

Incidents,
Dependencies
and Changes

Real-Time and
Historical Data

_Historical Analysis Task Automation :

Change Risk Analysis .

~ Anomaly Detection
X SD Agent

_ Performance Analysis [Aachine Performance Analysis |
‘ earnin
Correlation and Big Datg Knowledge

. Contextualization Management ,

Scripts

Runbooks
ARA

»

>

Source: Gartner
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12 Steps to Excellence in Al for IT Operations

Select a small number of key
business applications

Assess existing skKill sets

Inventory existing data sources Establishment

Phase

/\

Expand functionality to 20 or so

business applications Expansion

Phase

Share data and analysis with IT
processes outside of IT operations

Phases

Share data and analysis with
business processes

gartner.com/SmarterWithGartner

Source: Gartner

ver, Inc. or its affillates. PR_050_326127

017 Gartner, Inc. and/or Its affiliates. All rights reserved. Gartner Is a registered trademark

Build a semi-structured
historical database

Implement visualization and
natural language access to data

Reactive

Deploy statistical analysis
Phase

Implement streaming

Proactive data ingestion

Phase

Use predictive analytics to
anticipate incidents

Engage in root-cause analysis of
complex problems

Gartner
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Uzemeltetési vagy Biztonsagi stratégia?

Adat alapu és
technologia

Tapasztalat alapu
és manualis

vezérelt
o -O _a:n_a::_:5
s = X: ﬂ Gazdasagosan
= v 2 e Elére tervezhet6
Kockazat kiszamithaté

Zm Allapot aranyos

[‘a—ﬁ Hasznalat alapu
Run-to- idészaki

Tervezett alapu
Reactive Failure

javitas

Uzembiztossag és Hatékonysag

mndwrk



Uzemeltetési vagy Biztonsagi stratégia?

Adat alapu és

Tapasztalat alapu
R > technolodgia

és manualis

vezeérelt
:\-/rl OPtS (l,(ons‘,ta,"s ,ttl',zc’,lt:zo b Gazdasagosan
oni ?r.lng es Jla\.n, as IS. d an El6 tervezheto
Manualis operacio + scriptelés g ore
IT fliggbség Kockazat kiszamithato
Allapot aranyos
Hasznalat alapu
Tervezett alapu
Run-to- idészaki AIOPS/AI

Reactive Failure
javitas

IT monitoring tzleti alapokon

Prediktiv Uzem, mutatokkal

DEVOPS / DEVSECOPS Ontanulé/karbantarté workflow-k

IT monitoring Korrelacid/Aggregacié alapon Teljesen automatikus IT szolgaltatas nyujtas
IT Runbook alapu automatizacio

IT szolgdltatas nyujtas onkiszolgald alapokon

Uzembiztossag és Hatékonysag
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